CONTACT

t. (555) 234-5678
michael.anderson@email.com

Q@ San Francisco, CA

SKILLS

Vulnerability Scanning
Risk Assessment
Incident Response
OpenVAS

Rapid7

Security Policies

LANGUAGES

o English
e Spanish

e French

EDUCATION

BACHELOR OF SCIENCE IN

INFORMATION TECHNOLOGY, TECH

UNIVERSITY, 2016

ACHIEVEMENTS

Improved vulnerability detection

capabilities by implementing a new

scanning solution.

Led a project that resulted in a 50%
reduction in vulnerability remediation

time.

Achieved a CompTIA Security+
certification in 2021.

MICHAEL ANDERSON

VULNERABILITY MANAGEMENT ENGINEER

PROFILE

I am an enthusiastic Vulnerability Management Engineer with 5 years of
experience specializing in IT security and risk assessment. My career began
in a small tech startup where | wore multiple hats, from system administration
to incident response. Over time, | developed a keen interest in vulnerability
management and pursued further training in security analysis and risk
mitigation strategies.

EXPERIENCE

VULNERABILITY MANAGEMENT ENGINEER

Innovatech Solutions

20176 - Present

e Conducted vulnerability assessments on web applications and networks,
identifying critical weaknesses.

e Utilized OpenVAS and Rapid7 to perform automated scans and manual testing.

¢ Developed risk assessment reports and presented findings to IT leadership for
remediation prioritization.

e Collaborated with software development teams to implement secure coding
practices.

e Assisted in the development of security policies and procedures to enhance
overall security posture.

e Participated in incident response activities, analyzing security incidents and
recommending mitigation strategies.

IT SECURITY ANALYST

CyberSafe Corp

2014 - 2016

e Performed regular security assessments to identify vulnerabilities and
compliance gaps.

¢ Monitored network traffic for suspicious activities and potential threats.

e Assisted in the management of security tools, ensuring they were updated and
configured correctly.

e Supported security awareness training for employees, resulting in a 25%
increase in reported phishing attempts.

e Conducted threat analysis and collaborated on incident response plans.

¢ Maintained documentation of security incidents and vulnerabilities for audit
purposes.



