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Q@ San Francisco, CA

SKILLS

Risk Assessment
HIPAA Compliance
Vulnerability Scanning
OWASP ZAP
Metasploit

Security Awareness Training

LANGUAGES

o English
e Spanish

e French

EDUCATION

BACHELOR OF SCIENCE IN
INFORMATION SECURITY, STATE
UNIVERSITY

ACHIEVEMENTS

MICHAEL ANDERSON

SENIOR VULNERABILITY ANALYST

PROFILE

With a robust background in vulnerability analysis spanning over 8 years, |
specialize in the healthcare sector where cybersecurity is of utmost
importance. My journey began as a junior analyst, quickly advancing to senior
roles due to my dedication to protecting sensitive patient data. | have
extensive experience with security frameworks such as HIPAA and HITECH,
ensuring compliance while implementing proactive security measures.

EXPERIENCE

SENIOR VULNERABILITY ANALYST

HealthSecure Inc.

20176 - Present

e Led vulnerability assessments on healthcare applications, ensuring
compliance with HIPAA regulations.

¢ Implemented OWASP ZAP for web application security testing, identifying
critical vulnerabilities.

e Developed a risk management framework that decreased vulnerabilities by
30%.

e Conducted training sessions for staff on cybersecurity practices, increasing
awareness significantly.

e Collaborated with development teams to integrate security in the software
development lifecycle.

e Generated executive reports on security risks and remediation progress.

VULNERABILITY ANALYST

MediTech Solutions

2014 - 2016

e Executed regular vulnerability scans using Nessus to identify security
loopholes in systems.

e Worked closely with IT staff to remediate vulnerabilities, resulting in a 20%
reduction in risks.

o Improved security posture resulting in a

50% decrease in security incidents. ¢ Analyzed security incidents to enhance threat detection capabilities.

e Created and maintained documentation of security policies and procedures.

» Developed a comprehensive training
program that enhanced staff awareness e Participated in security audits, contributing to compliance with federal
by 60%. regulations.

» Successfully led a team that achieved  Presented vulnerability findings to management, driving security
ISO 27001 certification. improvements.




