MICHAEL ANDERSON

Security Analyst

San Francisco, CA « (555) 234-5678 « michael.anderson@email.com « www.michaelanderson.com

SUMMARY

As a Security Testing Engineer with over 5 years of experience, | have developed a comprehensive understanding of
cybersecurity frameworks and methodologies. My passion for identifying vulnerabilities and mitigating risks has been the
driving force behind my career. | have worked extensively with various security tools and technologies, including
penetration testing and vulnerability assessment software.

WORK EXPERIENCE

Security Analyst TechSecure Inc. Jan 2023 - Present

e Conducted regular security assessments and vulnerability scans on company systems.
o Utilized tools like Nessus and Burp Suite to identify security weaknesses.

e Collaborated with development teams to remediate vulnerabilities in web applications.
¢ Produced detailed reports highlighting security risks and recommended mitigations.

o Trained staff on security best practices and awareness.

e Led incident response efforts for security breaches, minimizing damage and restoring operations.

Security Consultant SafeNet Solutions Jan 2020 - Dec 2022

e Provided expert security consulting services to various clients across industries.

e Developed and implemented security policies and procedures tailored to client needs.
e Performed penetration testing using Metasploit and OWASP ZAP to ensure compliance.
¢ Assisted in the development of a security awareness training program.

¢ Advised on risk management strategies to minimize security threats.

* Reported findings to stakeholders, presenting data-driven recommendations.

EDUCATION

Bachelor of Science in Computer Science Sep 2019 - Oct 2020

ADDITIONAL INFORMATION

¢ Technical Skills: Penetration Testing, Vulnerability Assessment, Risk Management, Incident Response, Security Auditing,
Compliance

* Awards/Activities: Reduced security incidents by 30% through proactive vulnerability management.
o Awards/Activities: Successfully led a security audit that achieved ISO 27001 certification.

* Awards/Activities: Received 'Employee of the Month' award for outstanding performance in security assessments.

¢ Languages: English, Spanish, French



