CONTACT

t. (555) 234-5678
michael.anderson@email.com

Q@ San Francisco, CA

SKILLS

Cloud security

AWS

Azure

incident response
vulnerability management

DevSecOps

LANGUAGES

o English
e Spanish

e French

EDUCATION

BACHELOR'S DEGREE IN INFORMATION
TECHNOLOGY, COLLEGE OF
ENGINEERING

ACHIEVEMENTS

Led a project that achieved a 90%
compliance rate with cloud security
standards within the first year.

Recognized for reducing security
incidents by 35% through effective
monitoring and incident response.

Achieved AWS Certified Security —
Specialty certification, enhancing
personal and team credibility.

MICHAEL ANDERSON

CLOUD SECURITY ENGINEER

PROFILE

Dedicated Security Operations Engineer with a strong background in cloud
security and infrastructure protection, bringing over 5 years of progressive
experience in the tech industry. Specialized in securing cloud environments,
managing security incidents, and implementing robust security frameworks.
Proficient in leveraging tools such as AWS Security Hub and Azure Security
Center to enhance security posture across cloud platforms.

EXPERIENCE

CLOUD SECURITY ENGINEER

Innovative Cloud Services

2016 - Present

e Developed and implemented cloud security policies that aligned with best
practices and regulatory requirements.

e Managed security incidents in cloud environments, minimizing downtime and
ensuring data integrity.

e Conducted security assessments for cloud applications, identifying and
mitigating vulnerabilities.

e Collaborated with development teams to embed security controls in CI/CD
pipelines.

o Utilized AWS Security Hub to monitor and respond to security alerts
effectively.

e Provided training sessions for development teams on secure coding practices
and cloud security principles.

SECURITY ANALYST

Tech Innovations Ltd.

2014 - 2016

e Monitored security events and alerts using SIEM tools, enhancing the
organization's threat detection capabilities.

¢ Assisted in the development of incident response plans, ensuring swift action
against security breaches.

e Performed regular security audits and assessments, leading to improved
compliance and overall security posture.

e Collaborated with IT teams to ensure adequate security measures were in
place for network infrastructure.

e Documented security incidents and provided detailed analysis and reporting to
management.

e Participated in phishing simulation campaigns, increasing employee
awareness and reducing click-through rates by 25%.



