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San Francisco, CA

SKILLS

» Penetration Testing

» Vulnerability Assessment
¢ Incident Response

« Security Tool Proficiency
» Security Awareness

» Technical Reporting

LANGUAGES
« English
e Spanish
e French

EDUCATION

BACHELOR OF SCIENCE IN COMPUTER
SCIENCE, TECH UNIVERSITY

ACHIEVEMENTS

o |dentified critical vulnerabilities
leading to a 60% reduction in risk.

o Successfully led a project that
enhanced security testing processes.

« Received recognition for outstanding

contributions to security assessments.

Michael

ANDERSON

Dynamic and analytical Security Analyst with a comprehensive background in
vulnerability assessment and penetration testing. Over five years of experience in
identifying security weaknesses and implementing remediation strategies to
safeguard organizational assets. Proficient in utilizing a variety of penetration
testing tools and methodologies to evaluate system security. A collaborative team
player, skilled at working with IT departments to enhance security postures.

WORK EXPERIENCE

PENETRATION TESTER

VulnCheck Inc.

2020 - 2025

e Conducted penetration tests to identify vulnerabilities in systems.

e Utilized tools such as Metasploit and Burp Suite for testing.

e Developed detailed reports outlining vulnerabilities and remediation steps.
e Collaborated with developers to implement security fixes.

e Participated in red team exercises to simulate real-world attacks.

e Provided training on secure coding practices to development teams.

SECURITY ANALYST

CyberSafe Corp.

2015 - 2020

e Monitored security alerts and responded to incidents.

e Conducted vulnerability assessments to identify security gaps.

e Assisted in the development of security policies and procedures.
e Participated in security awareness training for employees.

e Reviewed and analyzed security logs for anomalous activity.

e Maintained documentation of security incidents and resolutions.



