. CONTACT

X, (555) 234-5678

michael.anderson@email.com

Q@ San Francisco, CA

© EDUCATION

Bachelor of Science in
Cybersecurity

State College
2016-2020

* SKILLS

o Penetration Testing
Vulnerability Assessment
Security Awareness
Incident Response

Risk Analysis

% LANGUAGES

* English
e Spanish

e French

MICHAEL
ANDERSON

Junior Red Team Engineer

Proactive Red Team Engineer with 4 years of hands-on experience in penetration testing
and vulnerability assessments. Strong technical skills combined with a passion for
cybersecurity and threat analysis. Capable of identifying security weaknesses and
recommending effective countermeasures. Experienced in collaborating with
development and operations teams to enhance security practices and promote a culture

of security awareness.

@ WORK EXPERIENCE

Junior Red Team Engineer 2020-2023

SecureTech Systems

o Assisted in conducting penetration tests and vulnerability assessments on client
systems.

» Utilized tools such as Metasploit and Nmap to identify security flaws and
vulnerabilities.

o Collaborated with senior engineers to develop remediation strategies for identified
issues.

« Participated in red team exercises to simulate real-world attacks and assess security
defenses.

« Documented findings and provided detailed reports to stakeholders for review.

o Engaged in training sessions to improve knowledge of security best practices.

IT Security Intern 2019-2020

CyberGuard Corp

o Supported the security team in conducting vulnerability assessments and penetration
tests.

o Assisted in the development of security policies and procedures.
o Participated in incident response activities and contributed to post-incident analysis.

+ Engaged in security awareness initiatives to educate employees on cybersecurity
practices.

+ Conducted research on emerging threats and vulnerabilities in the cybersecurity
landscape.

« Contributed to the creation of security documentation for internal use.

% ACHIEVEMENTS

o Successfully identified and reported critical vulnerabilities during assessments,

leading to prompt remediation.

« Contributed to a significant improvement in security awareness among employees
through training sessions.

« Recognized for exceptional performance during red team exercises, enhancing overall
security posture.



