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San Francisco, CA

SKILLS

» Offensive Security
o Threat Intelligence
» Vulnerability Assessment
e Risk Management

o Security Training

LANGUAGES
« English
» Spanish
e French

EDUCATION

BACHELOR OF SCIENCE IN COMPUTER
SCIENCE, TECH UNIVERSITY

ACHIEVEMENTS

» Recipient of the 'Top Innovator' award
for developing a unique red team
assessment framework.

o Successfully reduced security
incidents by 25% through targeted
training and awareness initiatives.

» Authored articles on red teaming
techniques published in industry
journals.

Michael

ANDERSON

Dedicated Red Team Engineer with over 7 years of experience in cybersecurity,
focusing on offensive security and threat intelligence. Highly skilled at simulating
advanced persistent threats to assess the effectiveness of security measures.
Proven ability to work collaboratively with cross-functional teams to enhance
overall security posture. Experienced in developing and executing red teaming
strategies that align with business objectives.

WORK EXPERIENCE

RED TEAM LEAD

Fortress Cybersecurity

2020 - 2025

e Led red team operations, conducting simulated attacks to evaluate the
effectiveness of security defenses.

e Utilized advanced tools and techniques to assess vulnerabilities and develop
remediation strategies.

e Collaborated with incident response teams to improve detection and response
capabilities.

e Conducted training sessions for technical staff on emerging threats and security
practices.

¢ Delivered detailed findings and recommendations to stakeholders, influencing
security policies.

e Developed a framework for continuous improvement based on red team
assessments.

SENIOR SECURITY CONSULTANT
InfoSecure Solutions

2015 - 2020

e Conducted comprehensive security assessments for clients across various
industries.

e Developed tailored red team exercises to simulate real-world attack scenarios.
e Provided actionable recommendations to enhance clients' security postures.

e Engaged in threat intelligence analysis to identify emerging risks and
vulnerabilities.

e Participated in security awareness campaigns to educate clients on cybersecurity
best practices.

e Contributed to the development of internal processes for red team engagements.



