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MICHAEL ANDERSON
R E D  T E A M  E N G I N E E R

Detail-oriented Red Team Engineer with 5 years of experience specializing in
network penetration testing and security assessments. Strong analytical skills
combined with a deep understanding of network protocols and security
controls. Proven ability to identify vulnerabilities and provide comprehensive
reports that drive remediation efforts. Skilled in collaborating with technical
teams to enhance security measures and implement best practices.

PROFESSIONAL EXPERIENCE

TechGuard Solutions
Red Team Engineer

Mar 2018 - Present

Executed network penetration tests to identify vulnerabilities and assess
security controls.

Utilized tools such as Nmap, Wireshark, and Nessus to conduct thorough
assessments.

Collaborated with IT teams to implement security improvements based on test
findings.

Developed detailed reports outlining vulnerabilities and remediation steps for
stakeholders.

Participated in red team exercises to enhance incident response capabilities.

Conducted training sessions to increase awareness of security best practices
among employees.

Cyber Defense Corp
Security Analyst

Dec 2015 - Jan 2018

Performed vulnerability assessments on systems and applications to identify
security gaps.

Assisted in the development of security policies and procedures to meet
compliance standards.

Supported incident response efforts by analyzing security incidents and
providing remediation guidance.

Collaborated with development teams to ensure secure coding practices were
followed.

Engaged in continuous security training to stay updated with the latest threats
and trends.

Contributed to the creation of an internal knowledge base for security
resources.

ACHIEVEMENTS

Network Penetration Testing•

Vulnerability Management•

Incident Response•

Security Training•

Risk Assessment•

English•

Spanish•

French•

Bachelor of Science in Information
Technology, State University

•

Improved vulnerability remediation times by 30% through streamlined reporting
processes.

•

Recognized for outstanding contributions to security awareness initiatives within the
organization.

•

Successfully led a red team exercise that identified critical vulnerabilities, resulting
in improved security posture.

•


