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San Francisco, CA

SKILLS

e Threat Hunting

» Incident Response

» Vulnerability Management

o Security Auditing

o Security Awareness Training

¢ Risk Assessments

LANGUAGES
« English
e Spanish
e French

EDUCATION

BACHELOR OF SCIENCE IN
INFORMATION SECURITY - STATE
UNIVERSITY

ACHIEVEMENTS

» Increased incident detection rates by
35% through enhanced monitoring
and analysis.

o Successfully led a project that
reduced vulnerabilities by 60% in a
major system overhaul.

* Recognized for outstanding
contributions to incident response
efforts during a critical breach.

Michael

ANDERSON

Proactive Purple Team Engineer with more than 7 years of experience in
cybersecurity, focused on the integration of offensive and defensive strategies
within organizations. My career has been characterized by a commitment to
enhancing security postures through innovative threat hunting and incident
response techniques. | am skilled in identifying vulnerabilities and implementing
solutions that not only protect assets but also educate teams on security best
practices.

WORK EXPERIENCE

PURPLE TEAM ANALYST

Cyber Defense Corp

2020 - 2025

e Conducted joint exercises with red and blue teams to simulate attack and defense
scenarios.

¢ Implemented threat modeling techniques to identify potential vulnerabilities in
systems.

¢ Analyzed security incidents and developed response strategies to mitigate future
risks.

e Utilized tools such as Wireshark and Splunk for network analysis and monitoring.
e Provided training to staff on security policies and incident response procedures.

e Created comprehensive reports for management on security posture and
recommendations.

SECURITY ENGINEER

NextGen Technologies

2015 - 2020

e Designed and implemented security architectures for various client projects.

e Conducted security assessments and developed remediation plans for
vulnerabilities.

e Worked with incident response teams to investigate and resolve security breaches.

e Developed security awareness programs for employees to promote a culture of
security.

e Utilized security frameworks such as NIST and CIS for best practices.

e Maintained documentation of security policies and procedures for compliance
purposes.



