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PROFILE

Innovative and detail-oriented Purple Team Engineer with over 5 years of

experience in information security and risk management. My expertise lies in

integrating offensive and defensive strategies to enhance the overall security

architecture of organizations. I have played a pivotal role in developing

security frameworks that not only defend against attacks but also proactively

test and improve these defenses.

EXPERIENCE

PURPLE TEAM ENGINEER

SecureTech Systems

2016 - Present

Executed coordinated red and blue team exercises to strengthen

organizational defenses.

Developed incident response plans and conducted tabletop exercises to test

effectiveness.

Created detailed threat models to identify potential vulnerabilities and attack

vectors.

Worked with SIEM tools to analyze security alerts and improve detection

capabilities.

Documented findings and prepared presentations for senior management and

stakeholders.

Mentored junior analysts on best practices in threat assessment and incident

management.

INFORMATION SECURITY SPECIALIST

Global Finance Corp

2014 - 2016

Conducted regular security audits and assessments to ensure compliance

with regulations.

Collaborated with IT teams to implement security controls and monitor their

effectiveness.

Analyzed security incidents and generated reports for management review.

Engaged in threat hunting activities to identify and mitigate potential risks.

Participated in security awareness training for employees across the

organization.

Developed and maintained documentation for security policies and

procedures.

MA

Risk Assessment•

Incident Management•

Threat Modeling•

Security Audits•

SIEM•

Vulnerability Management•

English•

Spanish•

French•

Improved overall security posture by

reducing vulnerabilities by 40% through

proactive measures.

•

Recognized for excellence in incident

response during a critical breach

situation.

•

Successfully completed a penetration

testing project that uncovered

significant weaknesses in the system.

•


