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» Master of Science in Cybersecurity,
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MICHAEL ANDERSON

CLOUD SECURITY PENETRATION TESTER

Dedicated Penetration Tester with over 7 years of experience in the
cybersecurity domain, primarily focusing on cloud security and compliance. My
expertise lies in identifying vulnerabilities within cloud environments and
ensuring adherence to industry regulations such as GDPR and HIPAA. |
possess a strong technical background in cloud platforms like AWS and Azure
and have successfully conducted numerous security assessments that
resulted in improved security postures.

PROFESSIONAL EXPERIENCE

CloudSafe Technologies Mar 2018 - Present
Cloud Security Penetration Tester

e Conducted comprehensive penetration tests on AWS and Azure infrastructures.

« |dentified compliance gaps and vulnerabilities, leading to a 50% reduction in
security incidents.

¢ Collaborated with cross-functional teams to enhance cloud security
frameworks.

¢ Developed security policies and procedures to align with regulatory
requirements.

¢ Provided training sessions for IT staff on cloud security best practices.

¢ Utilized cloud-specific tools such as ScoutSuite and Prowler for assessments.

CyberCloud Advisors Dec 2015 - Jan 2018

Security Consultant

¢ Performed security assessments on various cloud environments for clients.
¢ Advised organizations on best practices for cloud security compliance.

¢ Conducted workshops to educate staff on identifying cloud vulnerabilities.
¢ Utilized tools to automate vulnerability scanning in cloud applications.

¢ Reported findings to clients with actionable recommendations.

¢ Maintained up-to-date knowledge on cloud security trends and threats.

ACHIEVEMENTS
» Successfully led a project that improved compliance with GDPR, resulting in zero
fines.

» Recognized for outstanding contributions to cloud security assessments with a
company award.

» Published a white paper on cloud security best practices for enterprises.



