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SUMMARY

Dynamic and detail-oriented Penetration Tester with over 6 years of experience in identifying and mitigating security
vulnerabilities in various applications and systems. Skilled in conducting comprehensive penetration tests, vulnerability
assessments, and security audits, | have a strong foundation in both offensive and defensive security strategies. My
expertise encompasses a range of industries including finance, healthcare, and technology, allowing me to adapt to
different environments and effectively address unique security challenges.

WORK EXPERIENCE

Senior Penetration Tester CyberSecure Solutions Jan 2023 - Present

¢ Conducted thorough penetration tests on client applications, identifying critical vulnerabilities.

* Developed and executed custom scripts to automate testing processes, increasing efficiency by 30%.
e Collaborated with development teams to remediate security flaws, reducing risk exposure by 40%.

* Presented findings and recommendations to C-level executives, enhancing security awareness.

e Led training sessions for junior testers on best practices and emerging threats.

e Utilized tools such as Nessus and Nmap for comprehensive vulnerability assessments.

Penetration Tester SecureTech Innovations Jan 2020 - Dec 2022
* Performed penetration tests on web applications, resulting in a 25% decrease in reported vulnerabilities.

* Engaged in red teaming exercises to simulate real-world attacks, improving incident response times.

¢ Assisted in developing security policies and procedures to enhance organizational security posture.

¢ Conducted training for internal staff on secure coding practices and vulnerability management.

e Utilized Kali Linux and various open-source tools to conduct risk assessments.

¢ Reported findings through detailed documentation and presentations to stakeholders.

EDUCATION

Bachelor of Science in Cybersecurity, University of Technology Sep 2019 - Oct 2020

ADDITIONAL INFORMATION

¢ Technical Skills: Penetration Testing, Vulnerability Assessment, Security Auditing, Metasploit, Burp Suite, OWASP,
Network Security, Web Application Security

« Awards/Activities: Achieved a 95% satisfaction rating from clients in post-assessment surveys.

* Awards/Activities: Recognized as 'Employee of the Year' for outstanding performance and contribution to security
projects.

e Awards/Activities: Published an article on security best practices in a leading cybersecurity journal.

¢ Languages: English, Spanish, French



