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EXPERTISE SKILLS

» Web Application Security
* Vulnerability Remediation
» Agile Methodologies

+ OWASP

* Burp Suite

» Security Training

LANGUAGES

* English
* Spanish

e French

CERTIFICATION

* Bachelor of Science in
Cybersecurity, University of
CyberTech, 2018
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MICHAEL ANDERSON

OFFENSIVE SECURITY ENGINEER

As an Offensive Security Engineer with 5 years of focused experience in the e-
commerce sector, | have developed a strong expertise in web application
security. My career commenced in a startup environment, where | was
responsible for building security measures from the ground up. | have a proven
track record in discovering critical vulnerabilities and implementing effective
remediation strategies.

PROFESSIONAL EXPERIENCE

ShopSecure Inc. Mar 2018 - Present

Offensive Security Engineer
¢ Conducted penetration tests on web applications, identifying and remediating
vulnerabilities that improved application security by 50%.

¢ Integrated security practices into Agile development processes, resulting in a
30% decrease in security-related incidents.

o Utilized security tools such as OWASP ZAP and Fortify to perform dynamic and
static code analysis.

¢ Collaborated with QA teams to develop security test cases for automated
testing frameworks.

¢ Developed and delivered security awareness training for developers,
enhancing their understanding of secure coding practices.

¢ Reported security findings to senior management, influencing decision-making
on security investments.

TechStart Solutions
Security Intern

Dec 2015 - Jan 2018

¢ Assisted in conducting security assessments for client applications, identifying
key vulnerabilities.

¢ Performed manual and automated testing using tools like Burp Suite and
Nessus.

¢ Documented and reported findings to senior security engineers for further
analysis.

¢ Participated in team meetings to discuss security strategies and incident
response plans.

e Supported the development of security guidelines and best practices for
internal projects.

e Engaged in continuous learning through online courses and security webinars.

ACHIEVEMENTS

» Received recognition for identifying a critical vulnerability that led to a significant
security overhaul at ShopSecure Inc.

» Contributed to a project that reduced security incident response time by 25%
through improved processes.

» Participated in a capture-the-flag competition, securing first place among university
teams.



