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SKILLS

Penetration Testing
Risk Assessment
Team Leadership
Kali Linux

Security Frameworks

Compliance

LANGUAGES

o English
e Spanish

MICHAEL ANDERSON

LEAD OFFENSIVE SECURITY ENGINEER

PROFILE

With over 10 years of expertise in offensive security, | specialize in advanced
penetration testing and risk assessment methodologies. My journey began as
a systems administrator, where | developed a solid foundation in network
infrastructure before shifting my focus to security. | have worked extensively
in the tech industry, helping organizations safeguard their assets against
sophisticated threats.

EXPERIENCE

LEAD OFFENSIVE SECURITY ENGINEER

Innovative Security Solutions

2016 - Present

e Managed comprehensive penetration testing projects, enhancing client
security postures by identifying critical vulnerabilities.

¢ Designed and implemented a security assessment framework that increased
assessment efficiency by 35%.

e Supervised a team of security professionals, fostering skill development and
knowledge sharing.

¢ Collaborated with compliance teams to ensure regulatory requirements were
met during security assessments.

* French o Developed custom exploitation tools, leading to faster vulnerability
identification during engagements.

¢ Provided strategic guidance to senior management on security initiatives and
EDUCATION _ gicg 9 y
investments.

MASTER OF SCIENCE IN INFORMATION
SECURITY, TECH UNIVERSITY, 2012 OFFENSIVE SECURITY ANALYST

CyberGuard Solutions

2014 - 2016

ACHIEVEMENTS e Conducted extensive vulnerability assessments on client systems, delivering

detailed reports with actionable recommendations.
Successfully reduced security

vulnerabilities for clients by an average
of 45% through targeted penetration

¢ Ultilized tools such as Kali Linux and Metasploit for simulated attacks,
identifying security gaps.

testing. e Participated in red team-blue team exercises to strengthen incident response
Named 'Best Security Consultant' by canabliiEs

industry peers at the Annual ¢ Provided training workshops on penetration testing methodologies for junior
Cybersecurity Awards. analysts.

Published articles in leading security e Engaged in threat intelligence sharing initiatives, improving awareness of
journals, contributing to the knowledge emerging threats.

base of the cybersecurity community. e Contributed to incident response efforts, assisting in the mitigation of real

security incidents.




