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SUMMARY

As an Offensive Security Engineer with over 7 years of experience in cybersecurity, I have developed a profound

understanding of vulnerability assessment and penetration testing. My career began in a traditional IT environment, where I

honed my skills in network security. Over the years, I transitioned to a focus on offensive security, working for leading firms

in finance and healthcare.

WORK EXPERIENCE

Senior Offensive Security Engineer CyberDefense Corp Jan 2023 - Present

Conducted comprehensive penetration tests on web applications, identifying critical vulnerabilities that led to a 40%

decrease in security incidents.

Developed and implemented a threat modeling framework that improved risk assessment accuracy by 30%.

Collaborated with development teams to remediate vulnerabilities, resulting in a 50% reduction in time to patch.

Led a team of security analysts in conducting red team exercises, simulating real-world attacks to evaluate security

posture.

Presented findings and recommendations to C-suite executives, enhancing organizational buy-in for security initiatives.

Authored white papers on emerging threats, establishing the company as a thought leader in cybersecurity.

Offensive Security Consultant SecureTech Solutions Jan 2020 - Dec 2022

Performed external and internal penetration tests for clients across various sectors, including finance and healthcare.

Utilized tools such as Nmap, Nessus, and Burp Suite for vulnerability scanning and exploitation.

Provided detailed reports with actionable remediation steps, increasing client security ratings by an average of 25%.

Conducted training sessions for clients' IT staff on best practices for secure coding and incident response.

Engaged in threat hunting activities, proactively identifying and mitigating potential security threats.

Participated in incident response teams to address and remediate security breaches effectively.

EDUCATION

Bachelor of Science in Computer Science, University of Technology, 2015 Sep 2019 - Oct 2020

ADDITIONAL INFORMATION

Technical Skills: Penetration Testing, Vulnerability Assessment, Threat Modeling, Metasploit, Burp Suite, Wireshark

Awards/Activities: Received 'Employee of the Year' award at CyberDefense Corp for outstanding contributions to

security initiatives.

Awards/Activities: Developed a security training program that decreased phishing incident reports by 60% within one

year.

Awards/Activities: Presented at several cybersecurity conferences, sharing insights on attack methodologies and

defensive strategies.

Languages: English, Spanish, French


