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San Francisco, CA

SKILLS

» Endpoint Protection

* Malware Analysis

¢ Incident Response

« Security Policy Development
e Threat Monitoring

o Security Awareness Training

LANGUAGES
« English
e Spanish
e French

EDUCATION

BACHELOR OF SCIENCE IN
INFORMATION SECURITY, UNIVERSITY
OF CYBERSECURITY

ACHIEVEMENTS

* Recognized for outstanding
performance in reducing endpoint
security incidents by 40%.

» Developed a comprehensive malware
training program that improved
response times.

* Received commendation for
exceptional teamwork during a major
incident response.

Michael

ANDERSON

Enthusiastic IT Security Engineer with over 6 years of experience specializing in
endpoint security and malware analysis. My background includes working with
large-scale enterprise systems, where | have successfully developed and
implemented endpoint protection strategies. | am adept at analyzing malware
threats and responding to security incidents, ensuring the integrity of systems
and data.

WORK EXPERIENCE

ENDPOINT SECURITY ENGINEER

CyberDefense Corp.

2020 - 2025

e Developed and managed endpoint protection strategies, reducing malware
infections by 35%.

e Performed malware analysis and reverse-engineering to understand threats.

e Monitored endpoint activity to detect and respond to potential threats in real-time.

e Collaborated with IT teams to enforce security policies and best practices.

e Conducted training sessions for staff on endpoint security awareness.

o Utilized EDR tools to enhance incident detection and response capabilities.

SECURITY OPERATIONS ANALYST
InfoGuard Solutions
2015 - 2020

e Monitored security alerts and investigated incidents to mitigate risks.
e Implemented security measures that improved incident response times by 20%.
e Collaborated with cross-functional teams to develop incident response plans.

e Documented incidents and security breaches, providing insights for future
prevention.

e Assisted in the development of security policies and procedures.

e Participated in security drills and tabletop exercises to test incident response
capabilities.



