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EXPERTISE SKILLS

» Penetration Testing
 Ethical Hacking

* Vulnerability Assessment
* Incident Response

» Security Frameworks

» Secure Coding

LANGUAGES

* English
* Spanish

e French
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» Bachelor of Science in Information
Technology, College of Engineering
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MICHAEL ANDERSON

PENETRATION TESTER

Innovative Information Security Engineer with over 6 years of experience
specializing in penetration testing and ethical hacking. My passion lies in
identifying security vulnerabilities and presenting practical solutions to mitigate
risks before they can be exploited. | have worked in both private and public
sectors, honing my skills in various security frameworks and tools.

PROFESSIONAL EXPERIENCE

Cyber Defense Agency Mar 2018 - Present

Penetration Tester

e Executed penetration tests on web applications and networks to identify
vulnerabilities.

o Developed detailed reports with actionable remediation strategies for clients.

¢ Participated in red team exercises to simulate real-world attacks.

¢ Provided training for junior analysts on penetration testing techniques.

o Collaborated with development teams to improve secure coding practices.

o Utilized various tools such as Metasploit and Burp Suite for testing.

Fortress Technologies
Security Analyst

Dec 2015 - Jan 2018

¢ Conducted security assessments and vulnerability scans on enterprise
systems.

¢ Monitored and analyzed security alerts to identify potential threats.

¢ Developed incident response plans to effectively handle security breaches.
o Participated in security awareness training for employees.

¢ Maintained security documentation and compliance records.

¢ Assisted in firewall and IDS/IPS configuration management.

ACHIEVEMENTS

+ Successfully identified critical vulnerabilities that led to a 50% reduction in security
incidents.

» Recognized for excellence in conducting red team exercises that enhanced security
protocols.

* Received 'Best Employee' award for outstanding contributions to vulnerability
management.



