Michael

ANDERSON

Dynamic Incident Response Engineer with 4 years of experience in the
technology sector, focusing on cloud security and incident management. Proven
ability to identify vulnerabilities in cloud environments and respond effectively to

CONTACT incidents to minimize downtime. Strong analytical skills combined with proficiency
in automation tools that enhance incident response capabilities. Adept at

o (19 AT collaborating with development teams to integrate security into the software
michael.anderson@email.com development lifecycle.

@ www.michaelanderson.com

Q@ San Francisco, CA WORK EXPERIENCE

CLOUD INCIDENT RESPONSE ENGINEER
CloudGuard Technologies
2020 - 2025

SKILLS

o Cloud Security
e Managed incident response for cloud-based security breaches, achieving a 30%

reduction in incident resolution time.

» Incident Response Automation

e Vulnerability Assessment . . L .
e Developed automation scripts to streamline incident detection and response

* DevOps Collaboration
processes.

* Security Audits e Collaborated with DevOps teams to implement security best practices during

« Analytical Skills application deployment.

e Conducted vulnerability assessments on cloud infrastructure and applications.

LANGUAGES e Participated in security audits to ensure compliance with industry standards.
e Provided training sessions on cloud security best practices for technical teams.
« English
« Spanish SECURITY ANALYST
e French TechOps Innovations
2015 - 2020
EDUCATION e Analyzed security incidents and provided actionable insights for improvement.

e Monitored cloud environments for security threats using advanced detection tools.
BACHELOR OF SCIENCE IN
INFORMATION TECHNOLOGY, CLOUD

e Assisted in the creation of incident response plans tailored for cloud-based

services.
UNIVERSITY o o o .
e Documented incident response activities and maintained records for compliance
purposes.
ACHIEVEMENTS e Engaged in post-incident reviews to refine response strategies.

e Worked with cross-functional teams to enhance overall security posture.
o Implemented a cloud security

framework that improved incident
response efficiency by 40%.

» Received recognition for outstanding
performance in managing critical
cloud security incidents.

o Created a cloud security awareness
program that increased team
knowledge by 30%.



