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EXPERTISE SKILLS

* Incident Management

* Healthcare Security Compliance
» Risk Assessment

» Security Training

» Data Protection

» Forensic Investigation

LANGUAGES

* English
* Spanish

e French
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* Master of Science in Information
Security, University of Health
Sciences
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MICHAEL ANDERSON

LEAD INCIDENT RESPONSE ENGINEER

Results-driven Incident Response Engineer with over 8 years of experience in
the healthcare industry. Skilled in managing cybersecurity incidents and
ensuring compliance with HIPAA regulations. Proven ability to develop robust
incident response plans that protect sensitive patient data while maintaining
operational efficiency. Strong technical knowledge in security architecture and
risk management, coupled with excellent communication skills to engage
stakeholders at all levels.

PROFESSIONAL EXPERIENCE

HealthSecure Systems Mar 2018 - Present
Lead Incident Response Engineer

o Oversaw incident response operations for healthcare data breaches, ensuring
swift containment and remediation.

¢ Developed incident response frameworks that improved compliance with
HIPAA regulations.

e Conducted security training sessions for staff, enhancing awareness and
preparedness.

¢ Collaborated with external partners on forensic investigations during major
incidents.

¢ Implemented monitoring tools that reduced response times by 40%.

o Authored post-incident analysis reports to inform future response strategies.

MedSafe Technologies Dec 2015 - Jan 2018
Cybersecurity Specialist

o |dentified and mitigated security vulnerabilities across healthcare applications
and systems.

¢ Responded to over 300 security incidents with a focus on data protection and
compliance.

o Facilitated cross-departmental collaboration to enhance overall security
posture.

¢ Maintained incident response documentation to ensure regulatory compliance.

¢ Performed risk assessments that led to the implementation of new security
measures.

¢ Participated in national healthcare cybersecurity initiatives to share best
practices.

ACHIEVEMENTS

» Successfully led a project that reduced data breach incidents by 50% in one year.
* Received the 'Innovator Award' for developing a new incident response protocol.

» Achieved a 98% compliance rate in external audits related to security practices.



