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EDUCATION

BACHELOR OF SCIENCE IN HEALTH

INFORMATION MANAGEMENT,

UNIVERSITY OF HEALTH SCIENCES,

2014

ACHIEVEMENTS

Michael
ANDERSON

Detail-oriented IAM Engineer with over 7 years of experience in healthcare IT

security. Specializing in implementing secure identity management solutions to

protect patient data and comply with HIPAA regulations. Strong expertise in using

IAM tools like ForgeRock and Microsoft Identity Manager to streamline user

access and improve security measures. Proven ability to collaborate with clinical

and IT teams to enhance data protection protocols.

WORK EXPERIENCE

IAM SECURITY ANALYST

HealthSecure Systems

2020 - 2025

Implemented ForgeRock Identity Gateway to enhance secure access to patient

records.

Conducted regular security audits to ensure compliance with HIPAA and other

regulations.

Collaborated with clinical staff to design user roles that protect sensitive patient

information.

Developed and maintained IAM documentation to support audits and compliance

efforts.

Managed user access and permissions for over 3,000 healthcare professionals.

Provided training on IAM tools and compliance requirements to new employees.

IDENTITY MANAGEMENT SPECIALIST

CareGuard Technologies

2015 - 2020

Assisted in the deployment of Microsoft Identity Manager to streamline user

provisioning processes.

Conducted access reviews and audits to ensure adherence to security policies.

Supported the development of IAM strategies to enhance data protection.

Coordinated with IT and clinical teams to resolve IAM-related issues effectively.

Developed training materials to educate staff on IAM systems and policies.

Provided technical support for IAM tools and systems.

IAM•

ForgeRock•

Microsoft Identity Manager•

HIPAA Compliance•

Security Audits•

User Access Management•

English•

Spanish•

French•

Instrumental in achieving zero HIPAA

violations for two consecutive years.

•

Received a commendation for

developing an effective IAM training

program for staff.

•

Contributed to a project that improved

data access speed by 30% without

compromising security.

•
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