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MICHAEL ANDERSON
F O R E N S I C  C Y B E R  A N A LY S T

As a dedicated Forensic Cyber Analyst with over 5 years of experience in the
healthcare industry, I focus on protecting sensitive patient data from cyber
threats. My career began as a network administrator, where I developed a
keen understanding of network security and vulnerabilities. Transitioning to a
forensic role, I have led investigations into data breaches and cyber incidents
impacting patient confidentiality.

PROFESSIONAL EXPERIENCE

Healthcare Security Solutions
Forensic Cyber Analyst

Mar 2018 - Present

Investigated data breaches involving sensitive patient information, leading to
enhanced security measures.

Utilized Autopsy and Sleuth Kit for thorough analysis of digital evidence in
forensic investigations.

Collaborated with compliance teams to ensure adherence to HIPAA
regulations.

Developed incident response protocols that improved response times by 45%.

Conducted risk assessments to identify vulnerabilities in electronic health
records systems.

Trained staff on cybersecurity awareness and proper handling of sensitive
information.

Local Health Authority
Network Security Administrator

Dec 2015 - Jan 2018

Managed network security for over 500 healthcare professionals, ensuring data
protection.

Implemented security measures that reduced incidents of unauthorized access
by 60%.

Conducted regular security audits and vulnerability assessments.

Designed and executed training programs for staff on cybersecurity best
practices.

Provided technical support during cybersecurity incidents, leading to swift
resolutions.

Collaborated with IT teams to enhance overall network security posture.

ACHIEVEMENTS

Digital Investigation•

Risk Management•

HIPAA Compliance•

Network Security•

Evidence Analysis•

Security Training•

English•

Spanish•

French•

Bachelor of Science in
Cybersecurity, Health University

•

Successfully reduced data breach incidents by 70% through proactive security
measures.

•

Received commendation from the board for exceptional performance in securing
patient data.

•

Authored a cybersecurity policy that was adopted organization-wide.•


