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MICHAEL ANDERSON
LEAD  F IREWALL  ENG INEER

PROFILE

Results-driven Firewall Engineer with a decade of experience in cybersecurity

and network infrastructure protection. Specializes in implementing robust

firewall systems and intrusion detection/prevention systems across various

industries, including finance and healthcare. Proven track record of

collaborating with IT leadership to establish security policies and protocols

that align with business goals while mitigating risks.

EXPERIENCE

LEAD FIREWALL ENGINEER

SecureTech Corp.

2016 - Present

Oversaw firewall deployment and management for a multi-million dollar

network, enhancing security measures across the organization.

Developed and enforced security policies that decreased data breaches by

60%.

Collaborated with compliance teams to ensure adherence to regulatory

requirements such as HIPAA and PCI-DSS.

Implemented automated monitoring tools that improved threat detection

capabilities by 35%.

Conducted training sessions for IT staff on firewall operations and incident

management.

Led incident response efforts, effectively containing and mitigating security

breaches.

NETWORK SECURITY ENGINEER

FinSecure Ltd.

2014 - 2016

Configured and maintained firewalls for a financial institution, ensuring

compliance with strict security standards.

Performed security audits and risk assessments, identifying vulnerabilities and

recommending enhancements.

Collaborated with software development teams to integrate security into the

SDLC.

Managed firewall rule sets and policies, reducing unauthorized access

attempts by 45%.

Developed incident response playbooks that improved response time for

security incidents.

Participated in cross-functional meetings to align security strategies with

business objectives.

MA

Cybersecurity•

Firewall Configuration•

Vulnerability Assessment•

Compliance Management•

Incident Response•

Team Leadership•

English•

Spanish•

French•

Recognized for leading a team that

successfully passed external security

audits with zero findings.

•

Developed a security training program

that increased employee awareness of

cybersecurity by 70%.

•

Received the 'Cybersecurity Excellence

Award' for innovative firewall

management solutions.

•


