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SUMMARY

Results-driven Digital Forensics Analyst with over 8 years of experience in digital crime investigation and cyber forensics.
Adept at employing advanced forensic techniques and digital tools to uncover evidence and analyze complex data. My
career began as a junior analyst, where | developed foundational skills in data recovery and analysis, and has since
progressed to a senior role in a high-stakes corporate environment.

WORK EXPERIENCE

Senior Digital Forensics Analyst CyberSecure Innovations Jan 2023 - Present
¢ Led a team of forensic analysts in conducting comprehensive investigations into data breaches, identifying root causes
and vulnerabilities.

o Utilized EnCase and FTK to recover and analyze data from compromised systems, leading to a 40% increase in
successful evidence recovery.

¢ Collaborated with IT and legal teams to create incident response plans and protocols, enhancing organizational security
posture.

e Trained junior analysts in advanced forensic techniques and tools, improving team efficiency by 30%.
¢ Presented findings and reports to stakeholders, ensuring clarity and actionable insights for future prevention strategies.

« Participated in cross-departmental meetings to align forensic strategies with overall business objectives, fostering a
culture of security awareness.

Digital Forensics Analyst TechGuard Solutions Jan 2020 - Dec 2022
e Conducted forensic examinations on digital devices to recover and analyze evidence related to cybercrimes.

« Implemented new methodologies for data collection and analysis, resulting in a 25% reduction in investigation time.

* Assisted law enforcement with evidence preservation and chain-of-custody documentation for legal proceedings.

e Performed malware analysis to understand threats and develop countermeasures for clients.

* Maintained detailed documentation of forensic processes and findings, ensuring compliance with legal and industry
standards.

« Engaged in continuous learning to stay abreast of emerging trends in cybersecurity and digital forensics.

EDUCATION

Bachelor of Science in Cybersecurity, University of Technology, 2016 Sep 2019 - Oct 2020

ADDITIONAL INFORMATION

« Technical Skills: Data Recovery, Cybersecurity, Malware Analysis, Evidence Collection, EnCase, FTK

« Awards/Activities: Recognized as Employee of the Year in 2021 for exceptional performance and commitment to
forensic investigations.

« Awards/Activities: Successfully recovered critical data in over 95% of investigations, contributing to successful
prosecution in multiple cases.

« Awards/Activities: Developed a training program for new analysts, resulting in improved onboarding efficiency and
knowledge retention.

¢ Languages: English, Spanish, French



