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San Francisco, CA

SKILLS

» Penetration Testing

e Threat Modeling

« Incident Analysis

e Cybercrime Investigation
» Vulnerability Remediation

» Security Awareness

LANGUAGES
« English
e Spanish
e French

EDUCATION

BACHELOR OF SCIENCE IN
CYBERSECURITY, UNIVERSITY OF
CALIFORNIA, BERKELEY, 2015

ACHIEVEMENTS

» Played a key role in a high-profile
cybercrime investigation that led to
multiple arrests.

« Recognized with the Excellence in
Cybersecurity Award for outstanding
contributions.

* Developed a penetration testing
framework adopted by several federal
agencies.

Michael

ANDERSON

Dynamic Defense Cybersecurity Analyst with a specialization in offensive security
and penetration testing. Extensive experience in identifying and exploiting
vulnerabilities within complex systems, enabling organizations to bolster their
defenses against cyber threats. Skilled in leveraging advanced testing
methodologies and tools to simulate real-world attacks and provide actionable
remediation strategies. A proactive approach to cybersecurity challenges,
consistently seeking innovative solutions to enhance security posture.

WORK EXPERIENCE

PENETRATION TESTER

Cybersecurity Defense Solutions

2020 - 2025

e Conducted penetration tests on various systems to identify security weaknesses.
e Utilized advanced tools to simulate cyber-attacks and evaluate defenses.

e Collaborated with development teams to remediate identified vulnerabilities.

e Provided comprehensive reports detailing findings and recommendations.

e Engaged in threat modeling activities to anticipate potential attack vectors.

e Participated in red team exercises to test organizational readiness.

CYBERSECURITY ANALYST

Federal Bureau of Investigation

2015 - 2020

e Analyzed security incidents and developed response strategies.

¢ Worked alongside law enforcement to investigate cybercrime cases.
¢ Provided expert testimony in cyber-related legal proceedings.

e Engaged in threat intelligence sharing with other agencies.

e Developed and implemented security awareness initiatives.

e Assisted in the creation of cybersecurity policies and procedures.



