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SKILLS

Technical Investigations
Incident Response
Forensic Analysis

Team Leadership

Data Recovery

Process Improvement

EDUCATION

MASTER OF SCIENCE IN INFORMATION
SECURITY, INSTITUTE OF TECHNOLOGY

LANGUAGE

English
Spanish

German

ACHIEVEMENTS

Led a team that successfully resolved a
major ransomware attack with minimal
impact on operations.

Received commendation for exceptional
performance during a complex cyber
investigation.

Published a white paper on innovative
approaches to incident response in
leading cybersecurity journals.

Michael Anderson

TECHNICAL CYBER CRIME INVESTIGATOR

Innovative Cyber Crime Officer with a strong focus on technical
investigations and incident response. Expertise in leveraging cutting-edge
technology to uncover cybercriminal activities and mitigate threats. Proven
experience in managing multi-disciplinary teams during high-stakes
investigations, ensuring that all aspects are addressed promptly and
efficiently. Skilled in the use of advanced forensic software and tools to

analyze complex data sets.

Cyber Crime Unit, State Police
2016 - Present

e Managed technical investigations into cyber incidents, leading to the
successful resolution of over 100 cases.

o Utilized advanced forensic tools to analyze and recover digital evidence from

compromised systems.

e Coordinated with IT departments to implement security measures post-

incident.

e Developed incident response protocols that improved response times by

50%.

e Trained team members on the latest forensic techniques and technologies.

e Prepared detailed reports and presentations for stakeholders on investigation

outcomes.

INCIDENT RESPONSE MANAGER

Cyber Defense Corporation
2014 - 2016

e Led incident response efforts for high-profile breaches, minimizing potential

damages.

e Developed and implemented tactical response strategies in collaboration

with cross-functional teams.

e Conducted post-incident reviews to identify lessons learned and areas for

improvement.

e Established communication protocols to ensure timely information sharing

during incidents.

e Created training programs for staff on incident response best practices.

e Maintained documentation of incidents and responses for compliance and

auditing purposes.

EXPERIENCE

TECHNICAL CYBER CRIME INVESTIGATOR



