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SUMMARY

Detail-oriented Blue Team Engineer with over 5 years of experience in cybersecurity, specializing in incident response and

threat hunting. Proven track record in identifying vulnerabilities and implementing proactive measures to protect sensitive

data. Strong analytical skills enable a thorough investigation of security breaches and the development of comprehensive

remediation plans. Experienced in working with cross-functional teams to ensure security best practices are integrated into

the development lifecycle.

WORK EXPERIENCE

Cybersecurity Analyst SecureTech Solutions Jan 2023 - Present

Conducted regular security assessments to identify vulnerabilities and recommend remediation strategies.

Developed and maintained incident response plans, resulting in a 30% reduction in response time to security incidents.

Monitored and analyzed security alerts using SIEM tools to detect potential threats.

Collaborated with IT teams to implement security controls in new system deployments.

Provided training sessions for employees on best practices for data protection and threat awareness.

Created detailed reports for upper management on security posture and improvement plans.

Security Operations Center (SOC) Analyst CyberDefense Corp Jan 2020 - Dec 2022

Analyzed network traffic and security logs to identify and respond to potential security incidents.

Utilized threat intelligence feeds to enhance detection capabilities and reduce false positives.

Participated in the development of playbooks for automated incident response.

Engaged in red team exercises to test the effectiveness of security controls.

Introduced metrics to track incident resolution times and improve SOC performance.

Worked with law enforcement on investigations of cybercrime incidents.

EDUCATION

Bachelor of Science in Computer Science Sep 2019 - Oct 2020

ADDITIONAL INFORMATION

Technical Skills: Incident Response, Threat Hunting, Vulnerability Management, SIEM Tools, Network Security, Security

Awareness Training

Awards/Activities: Received the 'Employee of the Month' award for outstanding performance in cybersecurity

operations.

Awards/Activities: Successfully led a project that improved incident response times by 50% within a year.

Awards/Activities: Published a research paper on emerging threats in cybersecurity at an industry conference.

Languages: English, Spanish, French


