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EXPERTISE SKILLS

» Security architecture
* Threat modeling

» Compliance
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» SAST

« DAST
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* English
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» Bachelor of Engineering in Software

Engineering, Tech Institute, 2014
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MICHAEL ANDERSON

LEAD APPLICATION SECURITY ENGINEER

Innovative Application Security Engineer with a passion for developing secure
applications and a strong background in software engineering. With over 7
years in the tech industry, | have transitioned from a software developer to a
security expert. My expertise in threat modeling, security architecture, and
secure coding practices enables me to effectively secure applications from
design through deployment.

PROFESSIONAL EXPERIENCE

Innovative Solutions Ltd. Mar 2018 - Present
Lead Application Security Engineer

¢ Led a team of security engineers in conducting application security
assessments for multiple projects.

¢ Implemented security best practices that decreased vulnerabilities by 35%
across product lines.

¢ Developed threat modeling frameworks that improved risk assessment
accuracy.

¢ Collaborated with product teams to integrate security into design reviews and
architecture decisions.

e Conducted regular training sessions to elevate team knowledge on current
security trends.

¢ Presented security metrics to stakeholders, facilitating informed decision-
making regarding security investments.

SecureTech Inc. Dec 2015 - Jan 2018
Application Security Engineer

e Conducted security code reviews for over 100 applications, ensuring
compliance with security standards.

o Utilized SAST and DAST tools to identify vulnerabilities during the development
phases.

¢ Participated in incident response efforts, successfully mitigating threats to
applications.

¢ Provided guidance on secure design principles to engineering teams.

¢ Maintained up-to-date knowledge of OWASP Top Ten vulnerabilities and their
mitigations.

¢ Facilitated cross-training sessions to promote security awareness across
departments.

ACHIEVEMENTS

+ Successfully implemented a security program that led to zero security incidents in
production for two consecutive years.

* Recognized for developing a comprehensive security training program adopted
company-wide.

» Achieved a 50% reduction in vulnerability remediation time through improved
processes.



